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Molnet inger stora forhoppningar

LAST YEAR WE
RECOGNIZED THAT OUR
PROCESSES WERE FAR
TOO COMPLEX

geek & poke

SO WE PUT THEM
INTO THE CLOUD

LET THE CcLOUDS MAKE YOUR LIFE EASIER
http://geekandpoke.typepad.com/.a/6a00d8341d3df553ef01156f3f1664970b-pi
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Det basta och det varsta med molnet

+ elasticitet - sakerhet
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Elasticitet

Fran en till

manga servrar

..en kraftigare server

Viktigt:
Elasticteten i molnet
kraver manga instanser

Skala ut Skala upp
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Tillstand (state) och manga instanser

Skalar bra Stateless:

. Nya anrop behéver inte
| I ka&nna till gamla anrop

Sticky sessions kan —
inte anvandas i molnet  state

g : | . Stateful:

‘ -~ Tjansten maste kanna till
~ en hel konversation

Skalar inte bra




I

State Messaging ..z

« Lagg tillstandet i meddelandet
» Skalar lika bra som stateless

* Problem:

« mycket tillstand ger stora

meddelanden = paverkar
prestandan

« kan inte dela tillstand
mellan anvandare

« kan inte dela tillstand
mellan olika tjanster

« jobbigt att skydda kanslig
information i meddelanden



State Messaging..»

I

Varfor ar det jobbigt att skydda tillstand med kénslig information i meddelanden?

Fran boken "SOA with .Net & Windows Azure”

NoO security

Signed headers

Signed headers
& signed +
encrypted body

Signed headers

928 characters

3563 characters

3830 characters

6860 characters

¥ Storre meddelanden

¥ Certifikathantering

¥ Processorkraft for kryptering / dekryptering

OBS: SSL skyddar inte hela vagen




¥

/./ (= — Fungerar bra for
g D " \ @ - delat tillstand
\.\‘ s e « stora mangder tillstand

AT = « tillstdnd med kéanslig information

Skalbarhetsproblem i molnet
* single point-of-failure
« STOR flaskhals
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State Repository caz

Flera datakallor for tillstand:
* ingen single-point-of-failure
- datakallorna maste synkroniseras

CAP (Consistency-Availability-Partition tolerance teoremet) staller till det for oss!
Vi maste valja mellan konsistens och tillganglighet, exempel:

Majoriteten bestammer: CP Oberoende datakallor: AP
« skriv till 2 av 3 « skriv tilll av 3
* las fran 2 av 3 - las franl av 3
- las fran den 3:e vid behov - events / bast fore + sammanfoga

http://en.wikipedia.org/wiki/CAP_theorem
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o EN viktig sdkerhetsaspekt:

Atkomstkontroll

SSO =
Single Sign On
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Federated Identity uos

The STS of Enterprise B

Mycket sakert:
Behdver inte
lagga till / ta bort
rattigheter har

trusts the STS of Enterprise A
Mycket sakert: : ’ '
Lagg till / ta bort v -
rattigheter har /
|
2. Post Credentials
From STS A
1. Get Credentials é
from STS A
3. Get Credentials from
STS B
) 6
8
= B 4. Request with
@ Credentials from
STSB
Services in Services in
Enterprise A Enterprise B
trust it’s STS trust it’s STS
STS =

Security Token Service
2010-04-20 12




Federated Identity ¢

Federated ldentity passar mycket bra i molnet!
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Federated Identity ¢

s Svensk sjukvard BIF och NPO

http /litivarden.idg.se/2.2898/1.211880

Standarder:;
« SAML
« XACML

\Q"' AO

En tredjeparts-STS i molnet kan knyta ihop bolag

/]'
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Sakerhet:;

Skillnaden mellan hosting och molnet

Vilka lagar galler?

Traditionell hosting Hosting i molnet (stora leverantdrer)

http://www.idg.se/2.1085/1.308868/universitet-jo-anmals-for-google-avtal
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Fragor?

Expert: Det kan paga flera ar

forefront

consulting group

Herbjorn Wilhelmsen
herbjorn@wilhelmsen.se
http://twitter.com/herbjorn w
http://se.linkedin.com/in/herbjorn

Mer information:

http://soapatterns.com
http://soapatterns.org
http://soaschool.se
http://cloudsweden.wordpress.com/
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THE PRENTICE HALL SERVICE-ORIENTED COMPUTING SERIES FROM THOMAS ERL

G Wlndows Azure"

Realizing Service-Orientation with the Microsoft Plafform

Edited and Co—Aurhored by Thomas Erl, Forewords by /
World's Top-Selling SOA Author David Chappell

S. Somasegar

David Chou, John deVadoss, Nitin Gandhi, Hanu Kommapalati,
Brian Loesgen, Christoph Shittko, Herbjorn Wilhelmsen, Mickie Williams

With contributions from Scott Golightly, Daryl Hogan, Jeff King, Scc
With additional contributions by members of the Microsoft Windows Azure and AppFabric




